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W tym artykule naukowym ustalono istotę metadanych jako jednego z ważnych źródeł informacji dowodowych. 
Udowodniono, że metadane nie są odrębnym rodzajem dowodów elektronicznych, ale składnikiem dowodów 
elektronicznych, których cechy opisują. Przeanalizowano klasyfikacje metadanych dostępne w literaturze naukowej, 
zbadano niektóre rodzaje metadanych i zidentyfikowano cechy wykorzystania metadanych w postępowaniu sądowym w 
sprawach cywilnych.
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Abstract. This research article establishes the essence of metadata as one of the significant sources of evidentiary 
information. It proves that metadata is not a separate type of electronic evidence, but an integral part of electronic 
evidence, the characteristics of which it describes. It analyses metadata classifications, presented in the scientific literature, 
investigates individual types of metadata and determines the peculiar features of utilizing metadata in the process 
of judicial proof in civil cases.
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Анотація. У цій науковій статті встановлено сутність метаданих як одного з важливих джерел доказової 
інформації. Доведено, що метадані є не окремим видом електронних доказів, а складовою частиною електронних 
доказів, характеристики яких вони описують. Проаналізовано наявні в науковій літературі класифікації мета-
даних, досліджено деякі види метаданих та визначено особливості використання метаданих у процесі судового 
доказування у цивільних справах.

Ключові слова: правосуддя, цивільний процес, судове доказування, предмет доказування, електронні докази, 
вбудовані метадані.



231

ISSN 2353-8406 Knowledge, Education, Law, Management 2020 № 8 (36), vol. 2

© Knowledge, Education, Law, Management

Articulation of the issue. From 1986 to 2007, globally, the capacity of computer memory was increasing on 
the average 23% per year. 2002 was the first year when more information was saved digitally than physically, and in 
2007 94% of all information around the world was saved electronically. Every minute daily, people send 200 mil-
lion emails, download forty-eight hours of video from YouTube, make 2 million requests on Google, and create 
571 thousand new web-sites (Rosenberg, 2016: 445).

The increasing amount of electronic information leads to a higher rate of its use in the process of judicial proof. 
The distinguishing feature and significant advantage of the electronic evidence over the other types of evidence is 
the considerable volume of metadata, accompanying the data that comprise the main content of the electronic evi-
dence.

Today, the researchers show quite an avid interest in the electronic evidence as a means of proof in civil pro-
ceedings. The problematics of utilizing electronic evidence in the process of judicial proof has many times been 
investigated in the works of such scientists as O.T. Bonner, M.O. Hetmatsev, N.Yy. Holubieva, K.V. Husarov, 
K.B. Drohoziuk, O.S. Zakharova, A.Yu. Kalamaiko, V.V. Komarov, O.M. Lazko, V.V. Molchanov, Yu.S. Pavlova, 
V.S. Petrenko, I.V. Reshetnikova, M.K. Treushnikova, D.M. Tsekhan and others. However, the metadata and their 
relevance in the process of judicial proof were in the spotlight of much fewer works. The judicial practice does 
not pay enough attention to them either, and it is not justifiable given the benefit this tool may bring in delivering 
the goal of judicial proof, that is a comprehensive and objective establishing of all the circumstances of a case by 
the court. The aforementioned makes the topic of this scientific research relevant.

The goal of this research paper is to establish the essence and types of metadata as well as their importance in 
the process of judicial proof in civil cases.

Statement of the basic material. Metadata are accurately called “digital fingerprints” of the electronic evi-
dence, as they can reveal important evidentiary information, such as the date and time of creation or modification 
of a file, its author, the time and date when such electronic data were sent, etc.

For instance, MS Word documents hold the metadata that include the name of the author, the name of the com-
puter used to create the file, the time it was last saved, the date of its creation, etc. This type of data is integrated 
into the file and is updated automatically. Not only computers but most of the modern devices, that operate digital 
data, can create metadata. For example, the embedded metadata of a digital photograph may hold the information 
about the time and date of taking the photo, geo-referenced data, original name and type of the file, author or even 
a person, who holds the copyright for this photo. Having analysed metadata, one can obtain much valuable infor-
mation about a digital file. It makes metadata critical, yet one of the most controversial types of electronic evidence, 
specified in Paragraph 1, Article 100 of the Civil Procedure Code of Ukraine (CPC). It relates to several peculiarities 
that distinguish the metadata from other electronic evidence.

First, the definition of the metadata itself gives the grounds to question whether or not they can be recognized 
as judicial evidence. According to Par. 1, Article 76 of CPC, the evidence is any data on the ground of which 
the court determines the presence or absence of circumstances (facts) that establish the denial and claims 
of the parties, and other circumstances relevant to solving the case (Цивільний процесуальний кодекс України, 
2004). It means that the evidence in the civil proceedings is the data about the circumstance of a civil case, 
while the metadata, according to the generally accepted approach to interpreting this term, are the data about 
the other data. In the legal literature, metadata are referred to as the evidence that describes the characteristics, 
origin, use, and relevance of other electronic evidence (Hansen, Pratt, 2020). Therefore, metadata, as a rule, do 
not contain any direct information about the circumstances of the case, which are the legal fact, but just char-
acterize other electronic evidence. It evokes a logical question about the relevance of metadata as the evidence 
in the civil proceedings.

The evidence is seen as relevant if it includes information on the fact in proof (Par. 1, Article 77 of CPC) 
(Цивільний процесуальний кодекс України, 2004). It is possible to assess the ability of metadata to characterise 
the circumstances that belong to the fact in proof only by determining the scope of these circumstances.

The procedural narrative has two major approaches to defining the scope of the facts in proof: “explicit” 
and “implicit". According to the “explicit” approach, the fact in proof includes: 1) legal facts of substantive rel-
evance; 2) legal facts of procedural relevance; 3) evidential facts; 4) facts, that should be established for aware-
ness-raising and preventative tasks of justice (Молчанов, 2012: 80; Клейнман, 1967: 284–287). This approach 
implies that practically all the facts the court finds evidentiary in the process of case consideration that directly or 
indirectly enable the court to solve the legal dispute in substance, are categorized as the fact in proof. Meanwhile, 
realizing the fundamental differences in the meaning of individual facts for achieving the final result of the proceed-
ings, major and local facts in proof are distinguished.

According to the “implicit” approach, the fact in proof comprises only legal facts of substantial relevance. 
O.P. Kleinman argues that judicial activity requires establishing only those legally meaningful factual circumstances 
of the case, the framework of which are determined by the provisions of substantive law that regulate disputed 
relationships of the parties (Клейнман, 1967: 54). This point of view is shared by S.V. Kuryliov (Курылев, 2012: 
332–333).

The proponents of the “implicit” approach insist on the necessity to distinguish the facts that make a part 
of the scope of the fact in proof and the facts that are established during the case hearing, with the latter not being 
related to the correct solution of the issue on the rights and responsibilities of the parties (Курс цивільного процесу, 
2011: 486–487).



232

ISSN 2353-8406 Knowledge, Education, Law, Management 2020 № 8 (36), vol. 2

© Knowledge, Education, Law, Management

The legal studies also refer to the “transitional” approaches, where the scholars do not reduce it down to the fact 
of substantive relevance for the case solution, but speak about a narrower range within the scope of the fact in proof 
that the “explicit” approach implies (Сахнова, 2008: 376–384).

Without diving deep into the analysis of the aforementioned approaches, it is notable that it is the “explicit” 
approach that serves best to the goal of determining the relevance of the judicial evidence; it is outlined in the con-
tent of Par. 2 Article 77 of the Civil Procedure Code of Ukraine.

Hence, any fact, the establishment of which brings the court closer to the correct solution of the case, can be 
included into the fact in proof, even if it is a local and not a major fact in proof. Such “transitional” facts, which are 
also referred to as evidential fact, can be established through the analysis of metadata, so the information contained 
in the metadata can be seen as those possessing such a crucial feature of judicial evidence as relevance.

At the same time, it should be recognized that the relevance of metadata depends directly on the relevance 
of major data they describe. If certain electronic data do not relate to the fact in proof in the specific case, the court 
will not be interested in any metadata associated with it. It means the relevance of metadata for the circumstance 
that comprise a fact in proof, derives from the relevance of the data they characterize. This is an additional proof 
to the fact that metadata cannot be seen as a separate type of electronic evidence, as they are just a component 
of the electronic evidence, the data of which they characterize.

Second, the scientific literature aptly notes a certain conditionality of categorizing this specific information 
as metadata. The information resources that play a role of metadata in some cases, are the data in the other ones, 
and vice versa. Indeed, the total of the tags in the hypertext mark-up, the title of an article or its abstract that make 
a part of its text, can be used as metadata that describe the mentioned resources. Along with that, they are all the inte-
gral parts of those resources thus are data (Когаловский, 2012: 7). Therefore, categorizing certain information as 
metadata is based on the function such information has in this specific situation.

The content of metadata, their functions, and means of their representation depend on the employed informa-
tion technologies, functionality, and domain applicability of the systems that use them, the nature of the described 
resources, the context and character of their utilization, as well as many other factors (Когаловский, 2013: 30).

The scientific literature singles out a significant number of metadata types: 1) autonomous and embedded; 2) 
independent from and dependent on the information resources they describe; 3) static and dynamic; 4) formalized 
and non-formalized, etc. (Когаловский, 2013: 37–38).

The American legal literature on the problematics of metadata application in the process of judicial proof, out-
lines three major types of metadata, utilized in the judicial practice: 1) substantive metadata; 2) system metadata; 
3) embedded metadata (Isaza, 2010).

Substantive metadata enable the court to track back the history of the changes made to the document content, 
even if such changes are not shown on the computer display in the final version of the document.

System metadata are the data that are automatically generated by the computer system. As a rule, they show 
the author, the date and time of creation, and the date of the document modification, etc.

Embedded metadata obtained their name because they are stored in the file, containing the object, described 
by the metadata. The embedded metadata include text, digits, content, data, or other information that is directly or 
indirectly inputted by a user to a file and that is, as a rule, not visible for the user who is looking through the input 
content on the computer screen. The examples of such metadata are the formulas of the electronic tables, hidden 
columns, externally or internally connected files (such as audio files), hyperlinks, links, and fields, as well as infor-
mation about a database. This type of metadata often plays a crucial role in understanding an electronic document. 
For instance, it may be difficult to make sense of a complex electronic table without a possibility to see the formulas 
that shape a basis of the output data in each section (Isaza, 2010).

The mentioned types do not create any metadata classification but rather name most typical metadata types, 
observed in the judicial practice, because the embedded metadata can concurrently be system ones, while substan-
tive metadata can also be embedded.

To exploit metadata in the process of the judicial proof, it is important to divide metadata into 1) open and hid-
den; 2) system and inputted by a user.

Open metadata can be easily observed by any user (for instance, the OS Windows enables the user to see the file 
name, type, place of storage, date and time of creation, and most recent modification when looking at the file prop-
erties). Getting access to the hidden metadata requires special knowledge, and sometimes dedicated software for 
metadata reading. Meanwhile, it should be borne in mind that by using special knowledge, skills, and dedicated 
software, one can not only read but also modify metadata in the electronic documents.

So, metadata are not an outright reliable source of credible information and can be intentionally or uninten-
tionally modified. For instance, the modification of date and time on the computer with the following opening or 
modification of the file on it will change the date and time of the latest file modification, reflected in the metadata. 
As a rule, an expert can establish that someone was trying to manipulate metadata, however, it is fair to suggest that 
an experienced professional can get rid of all the signs of such manipulation. Despite metadata are not completely 
credible, they are often more credible than regular methods of authentication (Rosenberg, 2016: 451).

Hence, if the open metadata can be observed by the court immediately during the examination of the electronic 
evidence, the hidden metadata, as a rule, require an expert to be considered.

Yet, unlike in the USA that has an established practice of providing electronic evidence together with the meta-
data in the format, convenient for the court to examine them, the Ukrainian courts rarely analyse the content of not 
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only hidden but also open metadata of the electronic file, trusting this matter only to the experts. For example, in one 
of the civil cases, the expert conclusion was the basis for both the Court of First Instance and the Court of Appeal to 
establish the author of the photographic works. The expert studied the history of creating the photographic works, 
using metadata and the log data, and discovered the tag that was mapped in the history of file modification. It indi-
cated that the works were created from the original files of the complainant (Рішення Дніпровського районного 
суду м. Києва від 29.01.2018; Постанова Апеляційного суду м. Києва від 06.06.2018). The other case fea-
tures the expert conclusion where the file metadata revealed the date when the electronic photographs were taken 
at the scene.

Sometimes, in the legal literature, the term “metadata” also refers to the files that are deleted by a user but still 
exist in the “spare” space of the computer memory. Deleting the file from the Recycle Bin does not mean it is com-
pletely deleted unless you set up your system differently. What is deleted is the indicator of files or reference data, 
i.e. the specific metadata of this file. However, the file itself still exists in the “spare space” on the hard drive, even 
though the computer deleted all the links to it. “Deleted file” is like “an elephant in the room”; the computer acts as 
if the file does not exist, though it is still where it was before being deleted. The deleted files remain in the “spare 
space” until they are replaced by new data (Rosenberg, 2016: 448).

In the given example, these are not metadata that are hidden, but the major data of an electronic document, famil-
iarization with the content of which is hampered by the deleted metadata. So, if during the court proceedings, there 
is a need to explore the content of such an electronic document, it is possible to do that with the help of an expert.

As it was mentioned above, the system metadata include those the pieces of data, automatically formed by 
the computer system without user’s interference. Thanks to the human-factor absence, such metadata are believed 
to be a more credible source of the evidential information, if their integrity remained intact.

The most significant pieces of metadata that are inputted by a user and often play a critical role in the court when 
assessing the electronic evidence, are an electronic signature, electronic seal, or electronic time stamp.

Electronic signature refers to the electronic data, added by the signatory to other electronic data or logically 
associated with them or used by the user as a signature.

Electronic seal refers to the electronic data, added by the creator of the electronic seal to other electronic data or 
logically associated with them and used for determination of the origin and revision of the integrity of the associated 
electronic data.

Electronic time stamp refers to the electronic data that link other electronic data with the specific time to certify 
the existence of such electronic data at that moment (Article 1 of the Law of Ukraine “On Electronic Trust Services” 
as of 05.10.2017 No. 2155-VIII (Закон України від 05.10.2017)).

The electronic time stamp can also be automatically applied by a dedicated software of a device, in case it is 
a regular electronic time stamp, or can be consciously added by a user (a qualified provider of the electronic trust 
services) if there is a qualified electronic time stamp.

A qualified electronic time stamp has a presumption of accuracy of the date and time it refers to, and integrity 
of the electronic data this date and time are associated with (Article 26 of the Law of Ukraine “On Electronic Trust 
Services” as of 05.10.2017 No. 2155-VIII (Закон України від 05.10.2017)).

Conclusions. Metadata is a part of the electronic evidence that holds the information about this electronic evi-
dence. Metadata complement the information about the circumstances of the case, held in the electronic evidence, 
and provide for establishing the authenticity and legal power of the electronic evidence. The relevance of the meta-
data derives from the relevance of the electronic evidence they describe.

To exploit metadata in the process of judicial proof, it is important to divide metadata into 1) open and hidden; 
2) system and inputted by a user.

Open metadata can be examined by the court immediately during the consideration of the electronic evidence, 
while examination and analysis of the hidden metadata require an expert.

“Human factor” being absent in the system metadata, they are seen as the more credible source of evidential 
information than those inputted by a user; of course, if their integrity is intact.

An electronic signature is the most significant and widely applicable piece of metadata, inputted by a user, 
because the lack of it means the electronic document is irrelevant evidence, therefore, it cannot be taken into account 
by the court in the solution of the case.
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